
Privacy Policy for BLOCKTRACTS Foundation 

 

BLOCKTRACTS Foundation, as the data controller of your personal data, is 

committed to protecting your privacy. This Privacy Policy explains how we 

process information collected through the BLOCKTRACTS dApp and why we 

collect certain personal data about you. It is important that you read this 

Privacy Policy before using the BLOCKTRACTS dApp. 

 

Collection of Personal Information: 

 

When you visit the BLOCKTRACTS dApp, we automatically collect certain 

information about your device, such as your web browser, IP address, time 

zone, and cookies installed on your device. We also collect information about 

the pages or products you view, websites or search terms that referred you to 

the dApp, and how you interact with the dApp (referred to as “Device 

Information”). Additionally, we may collect personal data you provide to us 

(e.g., name, surname, address, payment information) when you register or 

engage with us. 

 

Purpose of Data Processing: 

 

Our primary concern is the security of customer data. Therefore, we process 

only minimal user data necessary to maintain the BLOCKTRACTS dApp. 

Automatically collected information helps us identify potential abuse cases and 

gather statistical information on dApp usage. This statistical information does 

not identify individual users unless necessary for system security or as required 

by law. 

 

You may visit the dApp anonymously, without revealing any personal 

information. However, to utilize certain features such as receiving our 



newsletter or contacting us, you may need to provide personal data (e.g., 

email, name, city, organization, telephone number). Choosing not to provide 

such data may restrict access to some dApp features. 

 

Your Rights: 

 

If you are a European resident, you have specific rights regarding your personal 

data, including the right to be informed, access, rectification, erasure, restrict 

processing, data portability, object to processing, and rights related to 

automated decision-making and profiling. To exercise these rights or for any 

inquiries regarding your data, please contact us at the email provided below. 

 

Legal Disclosure and Information Security: 

 

We take measures to secure your information in a controlled environment, 

protecting it from unauthorized access, use, or disclosure. While we employ 

reasonable security measures, we cannot guarantee absolute security over the 

Internet or wireless networks. 

 

We may disclose collected information if required by law, to protect our rights, 

your safety, or investigate fraud. 

 

Links to Other Websites: 

 

Our dApp may contain links to third-party websites not owned or controlled by 

us. We are not responsible for the privacy practices or content of these 

websites. We encourage you to review their privacy policies upon leaving our 

dApp. 

 

Contact Information: 



 

For further information about this Privacy Policy or inquiries regarding your 

personal information rights, please contact us at info@blocktracts.ai. 


